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§74.28

portable media and fully secured in the
Center for Veterans Enterprise, located
in Washington, DC.

§74.28 Who may examine records?

Personnel from the Department of
Veterans Affairs, Center for Veterans
Enterprise and its agents, including
personnel from the Small Business Ad-
ministration, may examine records to
ascertain the ownership and control of
the applicant or participant.

§74.29 When will VA dispose of
records?

The records, including those per-
taining to businesses not determined to
be eligible for the program, will be
kept intact and in good condition for
seven years following a program exam-
ination or the date of the last Notice of
Verified Status Approval letter. Longer
retention will not be required unless a
written request is received from the
Government Accountability Office not
later than 30 days prior to the end of
the retention period.

(Authority: 38 U.S.C. 8127(f))

PART 75—INFORMATION SECURITY
MATTERS

Subpart A [Reserved]

Subpart B—Data Breaches

Sec.

75.111 Purpose and scope.

75.112 Definitions and terms.

75.113 Data breach.

75.114 Accelerated response.

75.115 Risk analysis.

75.116 Secretary determination.

75.117 Notification.

75.118 Other credit protection services.
75.119 Finality of Secretary determination.

AUTHORITY: 38 U.S.C. 501, 5724, 5727, 7906.

SOURCE: 72 FR 34399, June 22, 2007, unless
otherwise noted.

Subpart A [Reserved]

Subpart B—Data Breaches

§75.111 Purpose and scope.

This subpart implements provisions
of 38 U.S.C. 5724 and 5727, which are set
forth in Title IX of the Veterans Bene-
fits, Health Care, and Information

38 CFR Ch. | (7-1-09 Edition)

Technology Act of 2006. It only con-
cerns actions to address a data breach
regarding sensitive personal informa-
tion that is processed or maintained by
VA. This subpart does not supersede
the requirements imposed by other
laws, such as the Privacy Act of 1974,
the Administrative Simplification pro-
visions of the Health Insurance Port-
ability and Accountability Act of 1996,
the Fair Credit Reporting Act, and im-
plementing regulations of such Acts.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.112 Definitions and terms.

For purposes of this subpart:

Confidentiality means preserving au-
thorized restrictions on access and dis-
closure, including means for protecting
personal privacy and proprietary infor-
mation.

Data breach means the loss or theft
of, or other unauthorized access to,
other than an unauthorized access inci-
dental to the scope of employment,
data containing sensitive personal in-
formation, in electronic or printed
form, that results in the potential com-
promise of the confidentiality or integ-
rity of the data.

Data breach analysis means the proc-
ess used to determine if a data breach
has resulted in the misuse of sensitive
personal information.

Fraud resolution services means serv-
ices to assist an individual in the proc-
ess of recovering and rehabilitating the
credit of the individual after the indi-
vidual experiences identity theft.

Identity theft has the meaning given
such term under section 603 of the Fair
Credit Reporting Act (15 U.S.C. 1681a).

Identity theft insurance means any in-
surance policy that pays benefits for
costs, including travel costs, notary
fees, and postage costs, lost wages, and
legal fees and expenses associated with
efforts to correct and ameliorate the
effects and results of identity theft of
the insured individual.

Individual means a single human
being who is a citizen of the United
States, an alien admitted to permanent
residence in the United States, a
present or former member of the
Armed Forces, or any dependent of a
present or former member of the
Armed Forces.
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